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DETAILED ACTION 

1 . Claims 1-30 were canceled and new claims 31-60 were added in a preliminary 
amendment, filed on 2/28/2002. Claims 31-60 are currently pending. 

Claim Rejections - 35 USC § 112 

2. The following is a quotation of the first paragraph of 35 U.S.C. 1 12: 

The specification shall contain a written description of the invention, and of the manner and process of 
making and using it, in such full, clear, concise, and exact terms as to enable any person skilled in the 
art to which it pertains, or with which it is most nearly connected, to make and use the same and shall 
set forth the best mode contemplated by the inventor of carrying out his invention. 

3. Claims 37 and 38 are rejected under 35 U.S.C. 112, first paragraph, as failing to 
comply with the enablement requirement. The claim(s) contains subject matter which 
was not described in the specification in such a way as to enable one skilled in the art to 
which it pertains, or with which it is most nearly connected, to make and/or use the 
invention. 

4. With regard to claim 37, the limitation "receiving the validation key with the URL" 
is unclear. The specification, as originally filed, fails to provide support for "receiving the 
validation key with the URL". It is noted that paragraph 35 of the specification refers to 
receiving the keys prior to making a request. However, no mention of receiving the 
validation keys "with the URL", or language to support such an operation, is disclosed. 

5. Claim 38 is rejected by virtue of its dependency from claim 37. 
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Claim Rejections - 35 USC § 103 

6. The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
. Patentability shall not be negatived by the manner in which the invention was made. 

7. Claims 1-36,39-41 ,44-51 ,54, and 58-60 are rejected under 35 U.S.C. 103(a) as 
being unpatentable over Rajasekharan et al. (US 6,480,961 ) in view of Xie et al. (US 
6,606,393). 

8. With regard to claim 31 , Rajasekharan discloses a method for validating a data 
stream comprising: generating a validation key associated with the data stream (source 
indicator), said validation key to map the data stream with a source (Col 5, Lines 28-38); 
generating the data stream (data stream is sent)(Col 4, Lines 51-55); storing the 
validation key (authorization data is stored at server)(Col 4, Lines 8-12); and sending 
the validation key (authorization data is sent to client)(Col 4, Line 6) and data stream 
(Col 4, Lines 51-55) to a destination (client). Rajasekharan fails to disclose embedding 
the validation key in the data stream to form a validation key embedded data stream. 

Xie discloses several methods of authenticating digital messages that are old 
and well known in the art. Xie further discloses that embedding validation information 
within the digital stream is advantageous since removal of embedded information may 
destroy or alter the content. This provides better security that sending the validation 
data outside of the data stream (Col 1, Lines 27-45). 
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Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made to embed the validation key in the data stream to form a 
validation key embedded data stream since it would have provided enhanced security 
since embedded validation keys would be much more difficult to remove from the data 
stream without corrupting it, ensuring that the source could be validated. 

9. With regard to claim 32, Rajasekharan further discloses that the source is any 
one of a source of audio information, video information, audio-video information and a 
uniform resource locator (URL) (Col 4, Lines 1-2). 

10. With regard to claim 33, Rajasekharan further discloses that generating the 
validation key associated with the data stream comprises generating the validation key 
in response to a request for data to be retrieved from the uniform resource locator. 
Since the source of the validation key is a server computer accessed via the Internet 
(Col 4, Lines 6-9), it must be accessed via a URL prior to sending the authorization data 
to the client. 

1 1 . With regard to claim 34, Rajasekharan further discloses that generating the 
validation key associated with the data stream, said validation key to map the data 
stream with a source, comprises: generating the validation key (Col 5, Lines 28-38) and 
sending the validation key to the destination (Col 4, Line 6). 
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12. With regard to claim 35, Rajasekharan further discloses that the data stream 
comprises any one of encoded video information, encoded audio information, encoded 
audio-video information, and encoded information from the URL (Col 4, Lines 1-2). 

13. With regard to claim 36, Rajasekharan further discloses receiving the validation 
key at the destination (Col 4, Line 6); sampling the validation key embedded data 
stream at the destination to detect the validation key; and validating the validation key 
embedded data stream in response to detecting the validation key in the validation key 
embedded data stream (validation key is detected and checked) (Col 4, Lines 24-28). 

14. With regard to claim 39, Rajasekharan discloses receiving a validation key 
associated with the data stream (Col 4, Line 4), said validation key to map the data 
stream with a source (Col 5, Lines 28-38); receiving the data stream (Col 4, Lines 51- 
52); detecting the validation key and validating the data stream in response to detecting 
the validation key (key is detected and checked)(Col 4, Lines 24-28). The validation key 
must be stored since the client receives it and analyzes it. Rajasekharan fails to 
disclose that the validation key is embedded in the data stream. 

Xie discloses several methods of authenticating digital messages that are old 
and well known in the art. Xie further discloses that embedding validation information 
within the digital stream is advantageous since removal of embedded information may 
destroy or alter the content. This provides better security that sending the validation 
data outside of the data stream (Col 1 , Lines 27-45). 
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Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made to embed the validation key in the data stream since it 
would have provided enhanced security since embedded validation keys would be 
much more difficult to remove from the data stream without corrupting it, ensuring that 
the source could be validated. 

1 5. With regard to claim 40, Rajasekharan further discloses that the source is any 
one of a source of audio information, a source of video information, a source of audio- 
video information and a uniform resource locator (URL) (Col 4, Lines 1-2). 

1 6. With regard to claim 41 , Rajasekharan further discloses requesting data to be 
retrieved from the uniform resource locator (URL). Since the source of the validation key 
is a server computer accessed via the Internet (Col 4, Lines 6-9), it must be accessed 
via a URL prior to sending the authorization data to the client. 

1 7. Claims 37 and 38 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Rajasekharan et al. (US 6,480,961) in view of Xie et al. (US 6,606,393) in further 
view of Krishnan et al. (US 6,073,124). 

1 8. With regard to claim 37 while the system disclosed by Rajasekharan in view of 
Xie shows substantial features of the claimed invention (discussed above), it fails to 
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disclose receiving the validation key at the destination comprises receiving the 
validation key with the URL. 

Krishnan teaches receiving a validation key for a particular piece of data prior to 
receiving the data to be validated, and subsequently comparing it to a validation key in 
the received data (Col 16, Lines 43-67). If the keys do not match, an error has occurred 
and the system attempts to get the data again (Col 16, Lines 55-59). This would have 
been an advantageous addition to the system disclosed by Rajasekharan in view of Xie 
since it would have allowed the users to validate the incoming data based on the 
validation keys embedded in it, and request the data again if it is invalid. 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made to provide the validation keys to the client at the same time 
as the URL of the file so they can validate the file as it is downloaded and determine if 
an error has occurred when getting the file. 

19. With regard to claim 38, Rajasekharan further discloses requesting data to be 
retrieved from the URL. Since the source of the data is a server computer accessed via 
the Internet (Col 4, Lines 6-9), it must be accessed via a URL prior to sending the data 
stream to the client. 

20. Claims 42,43,52,53, and 55-57 are rejected under 35 U.S.C. 103(a) as being 
unpatentable Rajasekharan et al. (US 6,480,961) in view of Xie et al. (US 6,606,393) in 
further view of Willis, Jr. et al. (US 6,738,815). 
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21 . With regard to claims 42,43,52,53 and 55, while the system disclosed by 
Rajasekharan in view of Xie shows substantial features of the claimed invention 
(discussed above), it fails to disclose generating an error if the validation key is not 
detected in the data stream or writing the error to a log file. Rajasekharan does disclose 
checking the validation key to determine is the source is an authorized source (Col 4, 
Lines 24-28). Xie discloses that removing embedded validation keys may destroy or at 
least damage the underlying data (Xie, Col 1 , Lines 36-36) 

Willis, Jr. teaches the creation of a log file at a client and writing errors to the log 
file when they occur (Col 6, Lines 44-50). This would have been an advantageous 
addition to the system disclosed by Rajasekharan in view of Xie since generating an 
error and storing it in a log file would have allowed the server, client, and/or users to be 
notified that the validation key was not found, and that the data may be invalid. 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made to generate an error and write it to a log file if the validation 
data is not detected in the data stream. This would have allowed the server, client, 
and/or users to be notified that the validation keys were not found and that the data may 
be invalid. 

22. With regard to claims 56 and 57, Willis, Jr. further discloses communicating the 
error to the server (sent in log file) and sending the log file to the server (Col 6, Lines 
44-50). 
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23. Claims 44-48 are rejected for the same reasons cited above regarding claims 
31,32,35,34, and 33, respectively, since they recite substantially identical subject 
matter. A bus, processor, and memory containing instructions are inherent components 
of both the server and client devices since they are computers. 

24. Claims 49-51 are rejected for the same reasons cited above regarding claims 
36,40, and 38, respectively, since they recite substantially identical subject matter. A 
bus, processor, and memory containing instructions are inherent components of both 
the server and client devices since they are computers. 

25. Claim 54 is rejected for the same reasons as claims 31 and 39, since they recite 
substantially identical subject matter. A bus, processor, and memory containing 
instructions are inherent components of both the server and client devices since they 
are computers. 

26. Claims 58-60 are rejected for the same reasons cited above regarding claims 
31,34, and 35, respectively, since they recite substantially identical subject matter. A 
machine-readable medium containing instructions to perform the methods is inherent in 
the system disclosed by Rajasekharan since the system is implemented using 
computers. 
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Conclusion 

27. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 

28. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Aaron Strange whose telephone number is 571-272- 
3959. The examiner can normally be reached on M-F 8:30-5:00. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Glen Burgess can be reached on 571-272-3949. The fax phone number for 
the organization where this application or proceeding is assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 
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